
European Journal of Molecular & Clinical Medicine 
 ISSN 2515-8260 Volume 09, Issue 08, 2022 

966 
 

The Study of DDOS Attacks and Classification Performance 

Using Machine Learning Techniques 

Devulapalli Sudheer1, Mohanteja Kesarla2, Anupama Potti3, Gangappa Malige4, G. 

Dhruva Manasa5  

1,4,5Vallurupalli Nageswara Rao Vignana Jyothi Institute of Engineering and Technology, 

Hyderabad, India. 

2,3Sree Dattha Institute of Engineering and Science, Hyderabad, India. 

2498sudheer@gmail.com1  

Abstract 

Monitoring the traffic of the network for social media servers has become important task to 

avoid malicious traffic. DDOS attacks can crash the server by denying the service with 

malicious traffic. Various Machine Learning (ML) models has developed to identify the real 

traffic and malicious traffic based on network parameters. The aim of the research work is to 

study the performance of the various machine learning models on DDOS datasets. The 

feature selection methods are evaluated with ML models. The study concludes the high 

performance has achieved by using PCA feature selection technique on DDOS classification 

datasets. 
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1. INTRODUCTION 

The Internet is a famous platform that is used throughout the world and plays a vital 

role in globalization, connecting the people through platforms such as social media. As 

Internet usage increased drastically over these few years, cyber threats have also grown 

considerably, and one of them is Distributed denial of service (DDoS), which can crash a 

server when carried out in a broad range. DDoS attacks are mainly performed on the 

networks to either slow it down or crash the server completely. DDoS assaults are carried out 

by commanding many zombie computers to submit requests to the target server, increasing 

the server's traffic. These DDoS attacks threaten internet platforms such as UPIs and e-

commerce websites. Many Attackers favour DDoS attacks due to their simplicity, and these 

attacks are rising in frequency and sophistication, making prevention difficult. This research 

aims to investigate various types of assaults that influence the TCP, UDP, and ICMP 

protocols and implemented those approaches that performed well against DDoS attacks. The 

second contribution of the work is  to focus on Artificial Neural Network (ANN) based 

methods such as K-Nearest neighbours (KNN), Naive Bayes, Decision trees, and feed-

forward neural networks, as well as optimization technologies such as Ant lion optimization, 

chimp optimization algorithm, etc. 

Various machine learning based methods has been evaluated on SDN specific dataset 

created by Bennett University to classify the traffic and malicious traffic [21]. The dataset 
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contains 1,04,345 tuples with 0 or 1 as label to represent the traffic and malicious traffic 

respectively. The algorithms evaluated are explained clearly on the methodology section. 

The rest of the paper organized as follows section 2 explains related work, section 3 

explained methodologies, section 4 explained results and discussion and section 5 concluded 

the paper. 

2. Related works 

This section investigated the recent advancements in the machine learning models towards 

solving the DDOS attack issue. Table 1 shows the comparison between recent techniques 

applied using ANN. 

Dataset Algorithms/methods 

used 

Optimization 

techniques 

Attack 

subjected 

on 

Observations regarding 

paper 

UCLA 

dataset(2009 

CIDA DDOS 

attack ) 

linear discriminant 

analysis (LDA) and 

Principle component 

analysis (PCA) 

Ant lion 

optimization 

with ANN 

classification 

TCP 

SYN, 

TCP push 

and ICMP 

TCP performs better 

results than the other 

two [1]. 

Created their 

unique dataset 

ANN model --- UDP It has shown 82.1% 

accuracy but can be 

improved by changing 

some parameters [2]. 

Used old and 

up-to-date 

datasets till 

2017 

ANN 

algorithm(SVM) 

Snort AI with 

decision 

technique and 

PSO 

optimization 

technique 

TCP, 

UDP and 

ICMP 

New data sets have 

shown better results 

than old data sets [3]. 

KDD CUP 1999. Heuristic algorithms 

with singular value 

decomposition(SVD) 

---- Internet This model is created to 

improve TNR, accuracy 

and etc., factors. Model 

comparison with KNN, 

random forest and 

bagging techniques are 

mentioned [4]. 

KDD99 Multi layered Feed 

Forward ANN with 

parameters, duration, 

service 

count,destination byte, 

source byte, and 

---- TCP, ICMP 

and UDP 

This model was able to 

perform 99.9% accuracy 

[5]. 
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protocol bit. 

A new dataset 

which consists the 

data of TCP-SYS 

and UDP attacks. 

Evolutionary neural 

network 

Particle swarm 

optimization 

Hypervisor 

layer 

This model is able to 

classify DDoS attacks 

with minimum false 

alarm rate and maximum 

accuracy [6].  

     

--- Support vector 

machine classification 

algorithms 

--- Software 

defined 

network- 

TCP, UDP, 

ICMP 

layers 

The experimental results 

show high accuracy rates 

and low false alarm rates. 

CAIDA 2007, 

1998 FIFA, and 

EPA-HTTP 

Fuzzy-GA Genetic 

algorithm  

Application 

layer 

They aim to differentiate 

application layer DDoS 

attacks from flash events 

     

A dataset is 

NSL-KDD 

which is a 

DDoS dataset 

and the other is 

collected from 

wireshark using 

simulated MCC 

network. 

CNN --- Machine 

control 

center 

which is in 

charge of 

managing 

the space 

craft. 

They performed 5 

classification techniques, 

where CNN classifier 

outperformed other 

classifiers. 

Kddcup99 Autoencoder and 

DeepNeuralNetworks 

--- ---- --- 

NSL-

KDD,KYOTO, 

and CAIDA. 

Scaled conjugate 

gradient algorithm 

--- --- This paper mainly 

focuses on false positive 

reduction. 

NSL-KDD Multi-layer 

perceptron’s 

Feature selection 

algorithm 

--- --- 

CIDC IDS 2017 Deep Neural Network 

with Feed Forward 

back propagation 

algorithm 

--- Application 

layer 

---- 

Own dataset Machine learning 

algorithms like KNN, 

NB and SVM 

Wrapper Feature 

selection method 

SDN We can observe that the 

algorithms with 

optimized data are 

performing better than 

others.  
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UNSB-NB 15  

And 

KDD99 

Machine learning 

algorithms like KNN, 

NB and SVM and 

unsupervised machine 

learning algorithms. 

Bro and ARGUS 

for feature 

selection  

Botnet 

network 

USML performed better 

than other methods in 

both the datasets. 

KDD99 performed well 

than UNSB-NB 15  

DAPRA IDS 

prepared by MIT 

Lincoln laboratory 

Supervised, 

unsupervised ad semi-

supervised machine 

learning algorithms 

---- CPS-IOT ----- 

KDD Cup99 LM algorithm ---- Multimedia 

Internet of 

things 

In this approach the 

algorithm is able to 

detect the abnormal 

patterns and labels them 

as infected with stops 

them from triggering and 

infecting further 

CAIDA 2007 M-DBNN Chimp 

optimization 

algorithm(ChOA) 

--- M-DBNN performed 

well in comparison to 

other machine learning 

algorithms line , DNN 

and ANN. 

Table 1. Comparison of related work with various datasets.  

The Host-Based Intrusion Detection and Prevention System (HIDPS)was developed 

by combining the statistical methods linear distributed analysis (LDA) and Principal 

Component Analysis (PCA) with swarm intelligence- Ant Lion Optimization (ALO) and an 

ANN [1]. The HIDPS concept focuses on integrating Intrusion Detection System (IDS) and 

Intrusion Prevention System (IPS) into the hypervisor environment. IDS should be 

constructed utilizing LDA and PCA to detect anomalies in IP addresses. The output dataset is 

then optimized using ALO and ANN, and anomalous IPs are forwarded to an intrusion 

prevention system (IPS), or original packets are allowed to pass. After choosing an IDS, ALO 

is applied to anomalous flag IPs as blacklists displayed on the hypervisor cloud server. 

Perakovic, D et al. (2017) has presented the findings of network traffic classification and 

three types of DDoS attacks using an ANN-based model. It demonstrated the highest 

accuracy (95.6%) when evaluated on various data sets [2]. The UDP DDoS attacks decreased 

accuracy by 82.1%. The proposed work will increase the accuracy of the model's 

identification of UDP DDoS attacks by incorporating factors that characterize the attack. 

Different correspondence values between UDP DDoS assaults and permissible network 

traffic were the cause of the low precision. They also indicated plans to identify new classes 

of DDoS attack traffic to increase the model's sensitivity to additional DDoS attacks. Sabah 

M. Alzahrani,et al. (2017) this study compared the results of old data sets to those of 

current/new data sets. They trained an ANN model to detect malicious attacks based on their 

characteristics while allowing legitimate network traffic. Their model primarily targets DDoS 

attacks on UDP and TCP protocols. They trained the algorithm using JNNS on prepared and 
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pre-processed data sets, and snort AI was integrated with detection techniques and tested 

against various attacks. When tested with new datasets, the result was 98% (50%, 48% for 

known and unknown attacks, respectively), whereas it was 92% (60%, 32% for known and 

unknown attacks, respectively) when tested with old datasets. This demonstrates that the 

results are more accurate when the model is tested with current and recent DDoS attacks [3]. 

DDoS assaults were dependent on heterogeneous multi-classifier ensemble learning. Bin Jia 

et.at. (2017) devised a heuristic approach based on Single Value Decomposition (SVD) to 

build their detection method. According to their experimental findings, their model 

outperformed methods such as random forest, KNN (k-Nearest Neighbor), and bagging that 

comprise the component classifier when SVD and un-SVD employ the three algorithms 

independently. They have demonstrated that the model is highly stable regarding TNR (True 

negative rate), Accuracy, and precision using experimental results. Their results were 99.84% 

in terms of precision, while random forest, KNN, and bagging achieved 99.9%, 0%, and 

81.6%, respectively [4]. 

Ismaila I. et al. (2017) developed a model for detecting DDoS attacks using a multilayered 

feed-forward artificial neural network (FFANN) and supervised learning. This model 

uncovered protocol layer attacks on TCP, UDP, and ICMP networks. The experiment used 

the KDD99 data set, split into training and testing portions of 70% and 30%, respectively. 

They have evaluated six input features to categorize normal and DDoS traffic. Information on 

the data's origin and destination, the number of services used, their length, and the protocol 

used are all included. The experimental findings demonstrated 99.98% accuracy, 99.97% 

sensitivity, 100% specificity, 100% precision, and a 0.0179% error rate [5]. To use cloud 

IDS, Rawashdeh, A et al. (2018) had to develop two data sets (TCP-SYN and UDP) from 

scratch, as these did not exist. Using these datasets, an evolutionary neural network was built 

and combined with particle swarm optimization to select the best possible weights and biases 

for detection and classification. This study has limitations since its data set is restricted to 

only those two DDOS variants [6]. Ye, J. et al. (2018) had collected the flow status 

information using the switch by the controller. There are six-tuples related to DDoS attacks 

and used the Support Vector Machine (SVM) algorithm to judge the traffic and detect the 

DDoS attacks. The changes in the characteristic values and tested the feasibility of using a 

Software Defined Network (SDN) experimental environment. The accuracy and false alarm 

rate have scored the excepted results, but the accuracy of the ICMP attack was low. After 

analyzing, they found that ICMP had no source and destination port, so SSP and RPF values 

became zero, and the six-tuples matrix changed to the four-tuples matrix, which in turn 

affected the result of low accuracy rates [8]. Singh, K. J et al. (2018) had worked on finding 

DDoS attacks in the application layer and telling them apart from Flash Events (FE). They 

used a DDoS attack model to find the parameters that differentiate Flash Events from Normal 

attacks. They used the extracted parameters as inputs for the proposed model and used 

Genetic Algorithms to optimize the input parameters (GA). They looked at different data sets, 

like EPA-HTTP, CAIDA 2007, and others, to figure out how the parameters of a normal 

attack differ from those of a flash event. Regarding detecting and spotting Flash events, this 

model was 98.4% accurate and 97.3% correct, respectively. They plan to use the other online 

data sets to get more accurate results [9]. Cheng,J. et al. (2018) were discusses the detection 
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of DDoS attacks in a Big Data environment. They are primarily concerned with reducing the 

required compute resources, obtaining accurate detection with low false alarm rates, and 

accomplishing these goals by proposing an approach based on feature sequence prediction on 

abnormal network flow using the "CAIDA DDoS Attack 2007" dataset. They used graphical 

representations to compare related works, such as the SMPM model and the SVR regression 

prediction technique. Authors have concluded that the model can save unnecessary 

computing resources and that their database can achieve O(1) time complexity. They've 

proposed that their future work revolves around sample time [10]. 

The Convolutional Neural Network is the basis for a proposed solution in this study 

(CNN). They used the CNN algorithm on two separate data sets and achieved 99% accuracy. 

Two sources were used; one was culled from a network at a machine control center, and the 

other was obtained for no cost from the internet. Popular techniques such as Support Vector 

Machine (SVM), K-Nearest Neighbor (KNN), Decision tree (D-Tree), and Neural network 

have been used to evaluate the collected data (NN). Shaaban, A. R. et al. (2019) want to 

leverage the results of the same CNN technique employed in this article to create a new 

model to prevent or lessen the impact of DDoS attacks in the future [11].  

 

Catak, F. O. et al. (2019) aimed to propose a model that categorizes malicious network traffic 

separately from the actual network traffic using techniques from deep learning and machine 

learning. They tested and trained the model with the help of the KDDCUP99 data sets. 

Precision, recall, F1 measure, and accuracy are the four tuples that have been considered. 

They have presented the findings using tables and figures as their format of choice. They 

want to continue working on a model based on an algorithm called long-short-term memory 

(LSTM) since they believe this will also produce improved outcomes because most cyber 

security threats are time-varying [12]. HM, S., Kumar, et al. (2019) have worked on a model 

based on the scaled conjugate gradient (SCG) method to reduce the number of false positives 

that occur during the classification of DDoS attacks. An example of a supervised learning 

algorithm is the SCG algorithm. For the sake of training and testing, they have used the NSL-

KDD, CAIDA, and KYOTO data sets. They concluded that the SCG algorithm performed 

better than other methods and that it is challenging to detect real-time attacks since they do 

not contain any labels. This conclusion was reached after comparing the SCG algorithm's 

results to those of other algorithms [13]. The MLP-based model is the primary topic of 

discussion throughout this work. Wang, M. et al. (2020) suggested a detection approach 

based on dynamic MLP and paired it with sequential feedback and a feature selection 

process. They used the NSL-KDD dataset, which produced significantly superior findings 

compared to other efforts in the field. Errors can be found with the help of this model, which 

uses previously found errors as a point of reference. The SBS-MLP algorithm's inability to 

provide a global optimization feature is one of this method's drawbacks. The feedback 

mechanism's potential to generate false negative or positive replies is another. Both of these 

problems can occur. They tend to work on a model that is more efficient and lightweight to 

perceive the flaws that have been found in the future [14]. 
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Asad, M. had proposed a method for classifying malicious packets and original packets. This 

model is mainly used to protect services against application layer DDoS attacks. They have 

chosen the Canadian dataset (CIDC IDS 2017) for training the model. This model can also 

identify the malicious behavior in the packets when a new malicious pattern is observed. It 

also uses the malicious patterns  as secondary datasets for training the neural networks in the 

proposed system. The results of this research are represented in terms of precision and recall, 

collectively as the F1 source on the test yields 0.99. They plan to work on ICMP and UDP-

based DDoS attacks using the same approach as their future work [15]. 

 

Polat, H. et al. (2020), two methodologies were offered. Two datasets were generated from 

the SDN network flow in the first method. The first dataset includes attack network flow and 

normal network flow without feature selection, whereas the second dataset includes attack 

traffic and original traffic with a feature selection algorithm. Here, a floating forward method 

and wrapper-based feature selection algorithms were utilized. The K- Nearest Neighbor 

(KNN), Artificial Neural Network (ANN), Nave Bayes (NB), and support vector machine 

(SVM) classification models were evaluated and trained on both datasets. The wrapper 

feature selection with KNN classification produced the most outstanding attack detection 

accuracy of any other machine learning model, at 93% [16]. In the first technique, the model 

could not distinguish the type of attack after detection; hence, authors presented a second 

strategy in which the model will be able to label the network flow as DDoS attack traffic and 

original traffic. With a sensitivity of 97.7%, KNN algorithms can reduce the controller's 

workload. We discovered that the performance rates of all models are greater than 80%, 

indicating that the techniques utilized for these datasets are effective. We can detect attacks 

between layers, network browsing, and malicious software identification with the second 

approach. Therefore they concluded that it might be utilized for defending and enhancing the 

SDN structure. 

 

Using machine learning algorithms such as support vector machine (SVM), naïve 

Bayes (NB), artificial neural network (ANN), decision tree (DT), and unsupervised machine 

learning (USML), Tuan, T. A. et. Al. (2020) offered an evaluation of the performance of 

Botnet DDoS assault detection (x-means,k-means, etc.). The UNSB-NB15 and KDD99 

datasets, widely used for Botnet DDoS detection, were used for the evaluation. Accuracy, 

false alarm rates, sensitivity, specificity, false favorable rates, AVL, and Matthews 

correlation coefficient are the model's estimated parameters (MCC). When compared to the 

UNSB-NB15 dataset, the KDD99 performed better. According to the tabular representation 

of the evaluation's findings, USML (k-means, x-means, etc.) is the most accurate method for 

differentiating between regular traffic and botnet DDoS traffic in terms of accuracy, 

sensitivity, specificity, FPR, AVL, and MCC. In terms of upcoming projects, they intend to 

examine ML techniques' validity. They added that new machine learning models based on 

neutrosophic theory might be presented for particular attacks. They also stated that they 

might work on several different attacks utilizing ML models [17]. 

 

Machaka, P. et al. (2018) focus on DDoS attacks that affect the TCP network layer because 

the cyber-physical Internet of Things (CPS-IoT) frequently uses TCP/IP-based HTTP and 
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MQTT protocols. The effectiveness of supervised, unsupervised, and semi-supervised ML 

algorithms, as well as statistical models for DDoS attack detection in CPS-IoT, are being 

compared in this study. The semi-supervised machine learning model, which was developed 

by fusing K-means with ANN, LGR, and Logistic Regression, achieved an accuracy of 100% 

with almost no false positives across all models. They looked at how regression models could 

help network managers shift from a reactive to a proactive approach to network management. 

To assess their ability to predict attacks before they happen correctly, LGR, KRR, and SVR 

were used. SVR was far off the mark when indicating impending threats, with LGR 

performing somewhat better than KRR [18]. Only traffic counts, status, and the amount of 

time it took to detect DDoS attacks were recorded here. They intend to experiment with more 

aspects in subsequent papers, such as source and destination IP addresses or ports, as well as 

target computers or subnets since they could only foresee assaults in the future. They also 

discussed the possibility of making predictions using the topology of graphs. 

 

Gopi, R. et al. (2021) had developed a methodology to integrate the ANN model with 

dimensionality reduction for data to create an IDS (IDS). The authors consulted the 

DARPA98 network traffic dataset for this study, specifically the KDD Cup99 dataset. Partial 

Swarm Optimization (PSO), which uses weights and bias, was applied to achieve optimal 

performance in the model. To prevent subsequent infections from propagating throughout the 

network, therefore mentioned model was trained using the Leven berg-Marquardt (LM) 

algorithm, which can identify abnormal patterns and isolate them from the regular network 

stream. Once these agents are released, the network's capacity will be completely unoccupied, 

restoring the internet's previously good speed [19]. The results show excellent performance 

compared to existing ANN algorithms for similar DDoS detection. Tabular and graphical 

representations of the data collected during the inquiry. ANN and PSO have detection rates of 

99.96%, 99.99% during a UDP Flood attack and 94.94% during a normal network flow, 

99.99% during a TCP SYN attack, and 100% during a normal network flow. 

 

To improve upon the detection of DDoS attacks using traditional machine learning techniques, 

Agrawal, A. et al. (2022) were present their work on a Modified Deep Belief Neural Network 

(M-DBNN). To determine the optimal weights for the M-DBNN, they turned to the Chimp 

Optimization Algorithm (Choa), which successfully reduces the detection and prediction errors 

while maintaining high levels of accuracy. The "DDoS assault 2007" dataset from CAIDA was 

used for this study. On the CAIDA "DDoS attacks 2007" dataset, the Choa-based M-DBNN 

model achieves impressive results, with an accuracy as high as 87% and a false positive rate of 

0.09%. They hope to improve their class prediction by using more sophisticated hybrid 

optimization techniques [20]. 

3. Methodology 

The proposed study has been evaluated the input dataset with various machine learning 

models. The accuracy has been improved by validating the feature importance with the 

random forest classifier and PCA. Figure 1. Shows the architecture of the proposed model. 
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Figure 1. Architecture of the proposed methodology. 

The dataset will be loaded to the dtaframe and preprocessed by removing the null values. 

Further the data has been normalized by dividing mean of each row with every value of the 

row [22]. This process will normalize the data by creating zero centric mean distributed data. 

The preprocessed data will be trained by various machine learning models such as logistic 

regression, Support Vector Machine, Decision Tree (DT) and random forest classifier [23]. 

The evaluation of the results on the dataset as provided has shown less accuracy for all 

classifiers. The dataset has identified the important features by applying the random forest 

classifier. 

 

Figure 2. Graphical representation of feature importance. 
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The feature selection process has been applied based on random forest shows that six features 

achieved high score. The six features of the dataset as follows: packet per flow (pktperflow), 

packetins, packet count (pkt count), byte per flow (byteperflow), destination (dst), and flows. 

However the accuracies has not increased for selecting the above features, but decreased for 

logistic regression model. Since the Principle Component Analysis (PCA) has been applied to 

select the first six features with less correlation [24,25]. The PCA based feature selection 

process achieved high accuracy among all other techniques. The Decision Tree achieved 

highest accuracy than state of the art models. The results are analyzed in the section 4. 

4. Results and Discussion 

 The results are analyzed by using the performance metrics such as training accuracy, testing 

accuracy and number misclassified samples. The confusion matrices are plotted to the 

evaluated models. The accuracies are identified based on the ratio between actual labels and 

predicted labels of the trained models. 

Model Features without PCA Features with PCA 

 Train 

accuracy 

Test 

accuracy 

Misclassified 

samples 

Train 

accuracy 

Test 

accuracy 

Misclassified 

samples 

LR 0.75 0.75 7732 0.60 0.61 12193 

SVM_OVO 0.92 0.91 2516 0.97 0.96 993 

SVM_Poly 0.97 0.96 993 0.92 0.91 2516 

DT 1 0.94 1660 1 0.99 4 

RF 0.99 0.96 1146 1 0.99 1 

Table 2. Performance of machine learning models. 

The Table 2 shows that training accuracy, testing accuracy, and misclassified samples for 

various machine learning algorithms. The logistic regression (lr) achieved least accuracy than 

other in the both cases for feature selection without PCA and with PCA. SVM_OVO 

represents the SVM with one versus one method, it good accuracy compared to lr. The 

overall performance  of the dataset achieved best accuracy in the case of features with PCA 

method. Decision Tree (DT) achieved training accuracy  100 percent but the testing accuracy 

reduced to 0.94 in case of features without PCA data. Random Forest (RF) achieved training 

accuracy with 100 percent accuracy and testing accuracy 99 percent with negligible 

misclassified samples. The confusion matrices for decision tree and random forest classifiers 

are shown in the Figure 3 and Figure 4. 
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(a)                                                                      (b) 

Figure 3. (a) Confusion matrices for Random Forest classifier without PCA, (b) Confusion 

matrices for Decision Tree classifier without PCA. 

 

 

 

 

 

 

(a)                                                                                 (b) 

Figure 4. (a) Confusion matrices for Random Forest classifier with PCA, (b) Confusion 

matrices for Decision Tree classifier with PCA. 

5. Conclusion 

The study of the research has evaluated the various machine learning models for classifying 

the traffic and malicious traffic. The binary classification data has applied preprocessing and 

feature selection methods with feature importances and PCA. The performance of the data 

with PCA shown highest accuracy for RF classifier in both training and testing. The future 

work of the research has planned to adopt more parameters to classify the traffic using time 

series analysis.  
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