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ABSTRACT

Large-scale Internet of Things deployments demand long-range wireless communications,
especially in urban and metropolitan areas. LoRa is one of the most promising technologies in
this context due to its simplicity and flexibility. Indeed, deploying LoRa networks in dense
Internet of Things scenarios must achieve two main goals i.e., efficient communications
among many devices and resilience against dynamic channel conditions due to demanding
environmental settings like the presence of many buildings. The project work investigates
adaptive mechanisms to configure the communication parameters of LoRa networks in dense
10T scenarios and developed an open-source framework for end-to-end LoRa simulations. We
then implement and evaluate LoRa to dynamically manage link parameters for scalable and
efficient network operations. Our proposed solution significantly increases both the reliability
and the energy efficiency of communications over a channel, almost irrespective of the
network size. To show that the delivery ratio of very dense networks can be further improved
by using a network-aware approach, wherein the link parameters are configured based on the
global knowledge of the network.

Keywords: Embedded systems; 10T; LoRa; LoRaWAN.

1. Introduction

An embedded system is one kind of a computer system mainly designed to perform several tasks
like to access, process, store and control the data in various electronics-based systems. One of its
most important characteristics of these systems is, it gives the output within the time limits.
Embedded systems support to make the work more perfect and convenient. So, we frequently use
embedded systems in simple and complex devices too.Modern embedded systems are often
based on microcontrollers (i.e. microprocessors with integrated memory and peripheral
interfaces), but ordinary microprocessors (using external chips for memory and peripheral
interface circuits) are also common, especially in more complex systems. In either case, the
processors used may be types ranging from general purpose to those specialized in a certain class
of computations, or even custom designed for the application at hand. A common standard class
of dedicated processors is the digital signal processor (DSP).
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Since the embedded system is dedicated to specific tasks, design engineers can optimize it to
reduce the size and cost of the product and increase the reliability and performance. Some
embedded systems are mass-produced, benefiting from economies of scale.One of the very first
recognizably modern embedded systems was the Apollo Guidance Computer,[citation
needed] developed ca. 1965 by Charles Stark Draper at the MIT Instrumentation Laboratory. At
the project's inception, the Apollo guidance computer was considered the riskiest item in the
Apollo project as it employed the then newly developed monolithic integrated circuits to reduce
the size and weight. An early mass-produced embedded system was the Autonetics D-17
guidance computer for the Minuteman missile, released in 1961. When the Minuteman Il went
into production in 1966, the D-17 was replaced with a new computer that was the first high-
volume use of integrated circuits.

Since these early applications in the 1960s, embedded systems have come down in price and
there has been a dramatic rise in processing power and functionality. An
early microprocessor for example, the Intel 4004 (released in 1971), was designed
for calculators and other small systems but still required external memory and support chips. In
1978 National Engineering Manufacturers Association released a "standard" for programmable
microcontrollers, including almost any computer-based controllers, such as single board
computers, numerical, and event-based controllers.As the cost of microprocessors and
microcontrollers fell it became feasible to replace expensive knob-based analog components
such as potentiometers and variable capacitors with up/down buttons or knobs read out by a
microprocessor even in consumer products. By the early 1980s, memory, input and output
system components had been integrated into the same chip as the processor forming
a microcontroller. Microcontrollers find applications where a general-purpose computer would
be too costly.A comparatively low-cost microcontroller may be programmed to fulfill the same
role as a large number of separate components. Although in this context an embedded system is
usually more complex than a traditional solution, most of the complexity is contained within the
microcontroller itself. Very few additional components may be needed and most of the design
effort is in the software. Software prototype and test can be quicker compared with the design
and construction of a new circuit not using an embedded processor.

1.1 EMBEDDED SYSTEMS TECHNOLOGIES:

Artificial Intelligence:

Artificial Intelligence creates intelligent in machines and it is a branch of computer science.
Recent days it is an essential part of the technology Industry. It acts like humans when they have
abundant information relating to the world. Al can be defined as the enabling of a machine to
perform the logical analysis, obtain knowledge and adapt to an environment that varies. This
technology is already being used in many applications such as self-driving cars, chatbots,
personal voice assistant and super smart computing intensive.

Moreover, Artificial Intelligence is building intelligent systems with decision-making abilities.
However, Al requires the use of hardware components to build truly intelligent machines. This is
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exactly where the relation between Al and embedded systems becomes so essential. The truth
about Artificial Intelligence is more complex than it seems.

Virtual Reality and Augmented Reality:

Virtual Reality technology in an embedded system that allows the user to interact with an
environment that exists in a computer. Virtual reality is a way to generate realistic images,
sound, and other sensations. VR with higher resolution will challenge available display and
processor technology. On the other hand, augmented reality is the latest innovations in the
electronics industry. Augmented Reality adds virtual stuff to the real-world environment. These
both technologies will become a big part of our world.

Deep Learning:

It represents a rich and yet unexplored embedded systems market that has a range of applications
from image processing to audio analysis. Even though, the developers are mainly focused on
cloud connectivity and security. It is emerging as the latest trend in an embedded system.

Embedded Security:

With the rise of the Internet of Things, the focus of developers and manufacturers is on security.
The advanced technologies for embedded security will emerge as crucial generators for
identifying devices in an loT network, and as microcontroller security solutions that isolate
security operations from normal operations.

Cloud Connectivity:

Getting embedded systems connected to the internet and cloud can take weeks and months in the
traditional development cycle. Consequently, cloud connectivity technology is an important
future market for embedded systems. These technologies are designed to simplify the process of
connecting embedded systems with cloud-based services by reducing the underlying hardware
complexities.

Each of the embedded systems is unique, and the hardware is highly specialized in the
application domain. In the final analysis, "Things are beginning to move very quickly in the
embedded space,” and each advancement paves an exciting road to the times ahead.

1.2 ELEMENTS OF EMBEDDED SYSTEM
Software Components

Once the hardware is completed we need to build the software for the embedded devices. There
are different software tools for programming and coding. These software tools are referred to
as software components.

We need a program written in assembly or in embedded C language, then we compile it. This
compiled code converted into HEX code. This hex code is programmed or burned into the ROM
of the system using some programmer.

These are the tools that are generally used in embedded system development
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Assembler

When you program in assembly language. This assembly language program is converted into the
HEX code using this utility. Then using some hardware called as a programmer we write the
chip.

Emulator

An emulator is hardware or software tool that has a similar functionality to the target system or
guest system. It enables the host system to execute the functionality and other components. It is a
replica of the target system. And used for debugging the code and issues.

Once program or code is fixed at the host system. It is transferred to the target system.
Debugger

Sometimes we are not getting expected results or output due to errors or bug. There are certain
tools that are specifically used for the debugging process. Where we can see the controls flow
and register value to identify the issue.

Compiler

A compiler is a software tool that converts one programming language into target code that a
machine can understand. The compiler basically used for translating the highlevel language into
the low-level language like machine code, assembly language or object code.

1.3 DESIGN OF EMBEDDED SYSTEMS:

A system designed with the embedding of hardware and software together for a specific
function with a larger area is embedded system design. In embedded system design, a
microcontroller plays a vital role. Micro-controller is based on Harvard architecture, it is an
important component of an embedded system. External processor, internal memory and i/o
components are interfaced with the microcontroller. It occupies less area, less power
consumption.

There are two types of embedded systems microprocessors and micro-controller. Micro-
processor is based on Von Neumann model/architecture (where program + data resides in the
same memory location), it is an important part of the computer system, where external
processors and peripherals are interfaced to it. It occupies more area and has more power
consumption. The application of the microprocessor is personal computers.

Microcontrollers comprise the main elements of a small computer system on a single chip. They
contain the memory, and 10 as well as the CPU one the same chip. This considerably reduces the
size, making them ideal for small embedded systems

Different steps in the embedded system design flow are as shown below:
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Fig. 1. Embedded system design flow

2. LITERATURE SURVEY

LoRa modulation is based on spread spectrum techniques and a variation of the chirp spread
spectrum (CSS) with integrated forward error correction (FEC). It operates in the lower
Industrial, Scientific, and Medical (ISM) bandwidths (USA: 915MHz, EU: 433MHz and
868MHZz). The LoRa modulation can be utilized by many different protocol architectures such as
Star, Mesh, and 6lowPAN. The LoRa Alliance has standardized the MAC protocol called
LoRaWAN. LoRaWAN defines the communication protocol and system architecture for the
network while the LoRa physical layer enables the long-range communication link. The edge
nodes of the LoRaWAN network can transfer data to multiple base stations. LoRaWAN is an
open standard governed by the LoRa Alliance. In this regard, the works that we have surveyed
describe the different types of network’s and techniques, how they actually have served the
purpose and the primary difference between our project and those literatures that we have
contemplated.

LoRa technology was compared exhaustively with other LPWAN technologies in terms of
architecture, battery lifetime, network capacity, device classes, and security, where the
LoRaWAN protocol is 3 to 5-fold more advantageous than Sigfox, NB-1oT, and LTE-M. In a
more explicit survey, provides a comparative analysis on LoRa and NB-10T, claiming that there
is no LPWAN technology that fits all requirements, but both LoRa and NB-loT could be

1668



European Journal of Molecular & Clinical Medicine
ISSN 2515-8260 Volume 08, Issue 01, 2021

advantageous based on their appropriateness to the system requirements and features they could
offer. This analysis shows that unlicensed LoRa has advantages about the battery lifetime,
capacity, and cost while the licensed NB-loT offers advantages in terms of Quality of Service
(QoS), latency, reliability, and range.

We found that LoRa has great potential for deployment in a physical environment both indoors
and outdoors, whether as the interface for sensor nodes or the gateway. The results of this survey
prove the universal application prospects of LoRa. Applications are diverse, ranging from
monitoring in healthcare, tracking, environmental monitoring, to structural health
monitoring.This paper focuses on Adaptive Data Rate (ADR) mechanism built in LoRa to
dynamically manage link parameters for scalable and efficient network operations. Extensive
simulations show that ADR is effective in increasing the network delivery ratio under stable
channel conditions, while keeping the energy consumption low.

The paper [2] contemplates on the emerging transmission technologies dedicated to loT
networks [2]. Characteristics of LoRa are based on three basic parameters: Code Rate (CR),
Spreading Factor (SF) and Bandwidth (BW). This paper provides in depth analysis of the impact
of these three parameters on the data rate and time on air.

The paper [3] focused on the performance of LoRa when it is used on campus. the LoRa
transmission performance from LoRa end-devices to the LoRa gateway how packet losses were
affected by the distance between the end-device and the gateway, the transmit power, the
payload length, the antenna angle, the time of day, and the weather conditions. The pattern of
LoRa packet losses were also measured.

The paper [4] focuses on LoRaWAN operations focused on performance evaluation of its
channel access as the most crucial component for massive machine type communication and to
improve LoRaWAN performance.

3. Existing Method & Proposed method
3.1 Block Diagram Of Existing System

Application Application
LoRaWAN ‘ Packet Forwarder LoRaWAN
LoRa Ethernet/WiFi
LoRa PHY < » LoRa PHY IP stack < > IP stack
Node Gateway Network server

Fig. 2: Block Diagram Of LoRa Network
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3.2 DESCRIPTION:

LoRa (Long Range) is a low-power wide-area network (LPWAN) technology. It is based on
spread spectrum modulation techniques derived from chirp spread spectrum (CSS) technology. It
was developed by Cycleo of Grenoble, France and acquired by Semtech the founding member of
the LoRa Alliance. LoRa wuses license-free sub-gigahertz radio frequency bands like
433 MHz, 868 MHz (Europe), 915 MHz (Australia and North America) and 923 MHz (Asia).
LoRa enables long-range transmissions (more than 10 km in rural areas) with low power
consumption.The technology covers the physical layer, while other technologies and protocols
such as LoRaWAN (Long Range Wide Area Network) cover the upper layers. In January 2018,
new LoRa chipsets were announced, with reduced power consumption, increased transmission
power, and reduced size compared to older generation.

3.3 Block Diagram Description of Existing System

LoRa devices have geolocation capabilities used for trilaterating positions of devices via
timestamps from gateways. LoRa and LoRaWAN permit long-range connectivity for Internet of
Things (1oT) devices in different types of industries. LoRa uses a proprietary spread spectrum
modulation that is similar to and a derivative of Chirp spread spectrum (CSS) modulation. The
spread spectrum LoRa modulation is performed by representing each bit of payload information
by multiple chirps of information. The rate at which the spread information is sent is referred to
as the symbol rate, the ratio between the nominal symbol rate and chirp rate is the spreading
factor (SF) and represents the number of symbols sent per bit of information. LoRa can trade off
data rate for sensitivity with a fixed channel bandwidth by selecting the amount of spread used (a
selectable radio parameter from 7 to 12). Lower SF means more chirps are sent per second;
hence, you can encode more data per second. Higher SF implies fewer chirps per second; hence,
there are fewer data to encode per second. Compared to lower SF, sending the same amount of
data with higher SF needs more transmission time, known as airtime. More airtime means that
the modem is up and running longer and consuming more energy. The benefit of high SF is that
more extended airtime gives the receiver more opportunities to sample the signal power which
results in better sensitivity.

In addition, LoRa uses Forward Error Correction codingto improve resilience against
interference. LoRa's high range is characterized by high wireless link budgets of around 155 dB
to 170 dB.

LoRaWAN:

Since LoRa defines the lower physical layer, the upper networking layers were lacking.
LoRaWAN is one of several protocols that were developed to define the upper layers of the
network. LoRaWAN is a cloud-based medium access control (MAC) layer protocol but acts
mainly  as a network layer protocol for managing communication
between LPWAN gateways and end-node devices as a routing protocol, maintained by the LoRa
Alliance.
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LoRaWAN defines the communication protocol and system architecture for the network, while
the LoRa physical layer enables the long-range communication link. LoRaWAN is also
responsible for managing the communication frequencies, data rate, and power for all
devices. Devices in the network are asynchronous and transmit when they have data available to
send. Data transmitted by an end-node device is received by multiple gateways, which forward
the data packets to a centralized network server. The network server filters duplicate packets,
performs security checks, and manages the network.Data is then forwarded to application
servers. The technology shows high reliability for the moderate load; however, it has some
performance issues related to sending acknowledgements.

LoRa Alliance

The LoRa Alliance is a 501(c) association created in 2015 to support LoRaWAN (long range
wide-area network) protocol as well as ensure interoperability of all LoRaWAN products and
technologies. This open, nonprofit association has over 500 members. Some members of the
LoRa Alliance IBM, Actility, MicroChip, Orange, Cisco, KPN, Swisscom, Semtech, A2A
Smart City SPA, Bouygues Telecom, Singtel, Proximus and Cavagna Group.

In 2018, the LoRa Alliance had over 100 LoRaWAN network operators in over 100 countries.
The Alliance is administered by the VTM Group in Beaverton, Oregon. Geoff Mulligan was its
chairman until 2018, when Donna Moore became the CEO and chairwoman.

Semtech’s LoRa chips transmit in the sub-gigahertz spectrum (109MHz, 433MHz, 866MHz,
915MHz), which is an unlicensed band that has less interference than others (like the 2.4 GHz
range used by Wi-Fi, Bluetooth, and other protocols). At those frequencies, signals penetrate
obstacles and travel long distances while drawing relatively little power ideal for many loT
devices, which are often constrained by battery life.

Within the sub-GHz spectrum, LoRa chips use a spread-spectrum strategy to transmit at a variety
of frequencies and data rates. That allows the gateway to adapt to changing conditions and
optimize the way it exchanges data with each device.

Semtech produces transceiver chips for devices to be connected (nodes), and gateways to
connect them. A single gateway can communicate with several hundred thousand nodes up to 2
miles away in unobstructed environments, and even in a city can penetrate buildings to achieve a
range of several miles. End-nodes can remain operational for a supposed 10 years running on
two AAA batteries (drawing 10mA for the receiver, under 200nA in sleep mode).
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3.4 Proposed System :
Network
Server
Internet
Cloud
(D))
Gelwey Internet
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LoRa Nodes

oBia network |

Fig. 3. Proposed Network

This Project is Developed and tested on the Dev-C++ Software ,The Network is an open and
community-driven Internet of Things (loT) network. However, the management of LoRa
networks for 10T deployments faces several challenges, in-cluding: a large and highly-varying
number of nodes; diverse wireless scenarios characterized by demanding environmental factors
(e.g., dense urban settings with many buildings); interference due to other co-located networks
operating on the same unlicensed frequency bands.

These challenges may compromise scalability, eventually affecting the reliability of services
running on top of 10T deployments One option to address such challenges is to dynamically
adapt the operating parameters of wireless communications in the network. Although many
recent works have characterized the communication performance of LoRa networks, they have
not thoroughly investigated the impact of dynamic management of communication parameters.
Indeed, this article targets adaptive configuration of LoRa networks for scalable 1oT
deployments. Such an adaptive configuration can be achieved with either a link-based or a
network-aware approach. Link-based schemes configure the communication parameters inde-
pendently for each wireless link between nodes.

On the other hand, network-aware approaches adapt these parameters for a certain link by
leveraging a global knowledge of the nodes in the network. In this regard, our work evaluates
both approaches to configure the transmission parameters at the physical layer of LoRa to
improve both reliability and energy efficiency in dense IoT scenarios. Performance of ADR is
severely affected by a highly-varying wireless channel. The delivery ratio of very dense
networks can be further improved by using a network-aware approach, wherein the link
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parameters are configured based on the global knowledge of the network (e.g., the location of the
devices). A LoRa network relies on two components, namely, LoRa and LoRaWAN, each
corresponding to a different layer of the protocol stack. LoRa itself is a proprietary physical layer
developed by Semtech Corporation. LoRaWAN, on the other hand, is described in an open
specification developed by the LoRa Alliance. LoRaWAN constitutes the medium access control
(MAC) and network layers in LoRa networks. The LoRa physical layer enables long-distance,
low-power communication and operates in the unlicensed sub-GHz ISM band. LoRa utilizes
chirp spread spectrum modulation to encode an input signal into chirp pulses spread over a wide
spectrum. This technique enables long-distance communication, even though this results in a low
data rate. Each LoRa transmission is characterized by five parameters: spreading factor,
transmission power, code rate, center frequency and bandwidth. These parameters affect the
communication range, the data rate, the robustness to interference or noise, and the ability of a
receiver to decode the signal. The available values for each parameter depend on the region
where LoRa devices are deployed. The spreading factor is the ratio between the data symbol rate
and chirp rate. The configuration of the spreading factor allows tuning the data rate and the
reachable distance. In fact, the data rate is lower at higher spreading factors, but the
communication range is higher. Choosing different spreading factors also enables orthogonal
signals, implying that a receiver can successfully receive distinct signals sent over a given
channel at the same time. The transmission power can be configured based on the region and the
bandwidth used for transmissions. The code rate is the forward error correction rate, and it
affects the airtime of packet transmissions. The center frequency depends on the ISM band used
in a particular region. Finally, the bandwidth influences the data rate of transmissions. The
LoRaWAN specification defines an open standard for the network protocols and the system
architecture of LoRa networks. LoRaWAN relies on an ALOHA-based MAC protocol , which
reduces the complexity of end-devices.The network architecture consists of a hierarchical
topology, wherein LoRa nodes communicate with gateways over the LoRa physical layer. A
node is not associated with a particular gateway; instead, all gateways within the range of a
transmitter can receive messages. The gateways simply relay received messages to a central
network server. The communication between gateways and the network server takes place over
the standard Internet Protocol (IP). The central network server manages the network by
processing the incoming messages, filtering duplicate packets, forwarding messages to
application servers, and sending responses to nodes through a single designated gateway.

MAC protocol as well as network elements including gateways and network servers. Moreover,
FLoRa includes a module to characterize the energy consumption of LoRa end devices. This
section details the implementation of FLoRa. We first describe the characterization of the LoRa
physical layer, then discuss the adopted energy model. We also present the key features of the
network elements and the architecture supported by the simulator. A. LoRa Links FLoRa allows
to configure all the transmission parameters in the LoRa physical layer: spreading factor, center
frequency, bandwidth, code rate, and transmission power. These parameters determine the
communication range and the occurrence of collisions. In particular, a LoRa transmission is
successful if the received power is greater than the receiver sensitivity. The received power
depends on the transmission power and the losses due to signal attenuation and shadowing. This
is modeled using the well-known log-distance path loss model with shadowing, which calculates
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the path loss based on the distance between the transmitter and receiver. FLoRa supports both
urban and suburban environments. A successful transmission also depends on whether LoRa
transmissions interfere with each other or not. To this end, we use the collision model. The main
assumption is that two transmissions in orthogonal channels (for instance, transmissions with
different spreading factors) do not collide. If two messages are in non-orthogonal channels, a
collision occurs when they overlap in time. Furthermore, the collision model includes the capture
effect. Accordingly, the stronger of two colliding signals is decoded, provided that the power
difference between the signals is more than 6 dBm and at least 5 symbols in the preamble are
detected.

The energy expenditure is modeled by a state-based energy consumer module, wherein the
energy consumed depends on the amount of time spent by the LoRa radio in a particular state.
The three main states of a LoRa radio are transmit,receive and sleep. The radio is switched to
sleep mode after transmitting or receiving a frame. The energy consumed in the transmit state
depends on the transmission power level. The values of the instantaneous current for each
transmission power level are obtained. The current drawn during the receive and sleep modes are
derived from the Semtech SX1272/73 datasheet with a supply voltage of 3.3 V.LoRa enables
end-to-end network simulations by modeling LoRa nodes, gateways and network servers. The
gateway is able to receive LoRa transmissions from nodes on multiple channels simultaneously,
in compliance with the LoRaWAN specifications. The gateway and the network server
communicate over IP. The physical layer between the gateway and the network server can be
realized with existing INET modules such as Ethernet and WiFi links. Similarly, delays in the
backhaul network can be described by an appropriate configuration of the relevant link
parameters. A network can contain multiple gateways; the network server filters out duplicate
packets from multiple gateways and sends downlink data to a node through the gateway with the
highest link quality indicator. The network server also implements the management algorithms
described in the next section.

LoRa networks are expected to support a large number of devices exchanging data over the
LoRa physical layer. Managing the transmission parameters of the physical layer plays an
important role in determining the capacity and scalability of LoRa networks. To this end, the
LoRaWAN specification describes a link-based Adaptive Data Rate (ADR) mechanism, which
dynamically modifies the transmission parameters for links between nodes and gateways. This
section first describes the features of ADR. We then propose an improved version of the ADR
scheme to achieve better performance under variable channel conditions. Finally, we describe a
network-aware approach, wherein a global knowledge on the network is used to adapt the
transmission parameters.

ADR is designed to efficiently set the data rate and the transmission power of static nodes with
two main goals: increase the overall capacity of the network and maximize the battery life of the
nodes. ADR achieves this by estimating a link budget, which is the sum of all gains and losses in
each wireless link between a node and a gateway. For instance, a node located close to a gateway
can transmit data with a low spreading factor so as to lower the message transmission time. This
allows other nodes to utilize the available channel for other transmissions. Battery life is
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increased by dynamically assigning the transmission power of a node based on its distance to the
gateway. The ADR mechanism runs asynchronously at the LoRa node and at the network server.
Most of the complexity in ADR is assigned to the network server, with the goal to keep the
nodes as simple as possibleits main goal is to increase the SF (thereby reducing the data rate) if
uplink transmissions cannot reach the gateway. If a downlink frame is not received within a
configurable number of frames, the node increases the SF of the subsequent uplink frame. This
increases the transmission range and, thus, also the probability of reaching a gateway.The part of
ADR running at the network server 2, referred to as ADR-NET, is described , thisallows the
network server to change the TP and the SF for the uplink data transmissions of end nodes. To
this end, the network server estimates the link budget of each node by using the SNR of received
frames. The transmission parameters are then estimated based on the knowledge of the minimum
SNR (SNRreq) required for demodulation. We refer to the version of ADR running at the
network server according to the implementation in the Things Network, which is based on the
reference (yet not publicly-available) rate adaptation algorithm by Semtech. The newly
calculated parameters are communicated to the LoRa node through a downlink frame. The node
uses the new parameters for future transmissions until otherwise instructed. Note that the
network server does not increase the SF (i.e., it does not reduce the data rate), asthis is done by
the LoRa node through ADR-NODE.

The ADR-NET estimates the link quality by using the maximum SNR value from historical
samples. This choice is ideal when there is no variability in the channel quality. However, taking
the maximum value is an optimistic approach to estimate link quality when the physical channel
conditions are variable, for instance, due to weather or moving obstaclesbetween two
communicating devices. The previously described ADR algorithms adapt the transmission
parameters of each node based on an estimated link budget. However, the performance of a
LoRa network depends not only on such a budget but also on the occurrence of other
simultaneous transmissions with the same spreading factor. This is determined by the spatial
configuration of the deployed LoRa devices, namely, by the actual locations of both gateways
and nodes. Indeed, it is possible to efficiently assign spreading factors to nodes when the location
of all devices in the network. Accordingly, we calculate the optimal distribution of spreading
factors that balances the collision probabilities between different spreading factors in the whole
network. The probability of collisions in each spreading factor follows the unslotted ALOHA
model. The optimal spreading factor distribution is obtained with a genetic algorithm. Once the
distribution of spreading factors is known, our network-aware approach configures the
parameters as follows. We first sort the nodes according to increasing distance from the gateway.
We then assign spreading factors to each node according to the optimal distribution: nodes closer
to the gateway are assigned a lower spreading factor and those further away a higher spreading
factor.

5. RESULTS

“LoRa_Rx Tx.exe” application opens as shown in the figure (a). In the figure (a) shown, we can
see that the Network is configured with 3 nodes and the Network parameters like type of
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modulation, communication approach, number of network servers, range of network, gateway to
node distance, etc are configured. As shown in the figure (b), enter the size of the buffer. The
buffer size is used to specify the amount of data that is going to be transmitted from a specific
Node. After, entering the buffer size, press enter key. The buffer size is displayed on the terminal
as shown in the image (c). Next, a message to enter the data, that is to be transmitted from NodeO
to the Gateway is displayed on the terminal as shown in the below image:

(c) (d)

Fig. 4. Network configuration: Part I.

Enter the message data and press enter as shown in the below image (a). When the message data
is entered a file is created in the “LoRa” directory on the desktop as shown in the below image
(b) and the data is written to the file. When the RawData0 file is opened, you can see the data
“AA” written to all the 256 locations as shown below (c). The message data is successfully
written to NodeO and the data is read back as shown in the below image (d).
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€) (b)

(©) (d)

Fig. 5. Network configuration: Part II.

Now, the message data OXAA is encrypted before transmitting to Gateway1 as in figure (a). The
encoded data at NodeO is written to a file “EncodedData0.txt” in the “LoRa” directory on the
desktop. Open the “EncodedData0.txt” file to check the encoded data as in figure (b). Encoded
data is written to the file. The data is successfully encoded and read back as shown in the below
image (c).

Encoded Data = Message Data * Carrier Data.
Where, Message Data = 0xAA, Carrier Data = 0x55
OxAA " 0x55 = OxFF

Hence, Encoded Data = OxFF.

Similarly, enter the data for Nodel as in figure (d).
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€) (b)

(c) (d)
Fig. 6. Network configuration: Part IlI.

When the message data for Nodel is entered a file is created with the name “RawDatal” and the
message data is written to the file as shown in the below image (a). When the “RawDatal” file is
opened, you can see the message data “OxCC” written to all the 256 locations as shown in the
below image (b). Similarly, as done at NodeO, the data at Nodel is encoded before transmitting
the data to Nodel (c).The encoded data at Nodel is as shown in the below image:

(a) (b) (©
Fig. 7. Network configuration: Part V.

The encoded data from NodeO and Node 1 are transmitted to both Gatewayl and Gateway2as
shown in the below images:
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(b)
Fig. 8. Network configuration: Part V.

The data at Gatewayl and Gateway2 are written to the files “Gatewayl Node0.txt”,
“Gatewayl Nodel”, “Gateway2 Node0” and “Gateway2 Nodel” in the “LoRa” directory on
the desktop:

Fig. 9. Gateway setup.

Later data from Gatewayl and Gateway? is transmitted to the Network server as shown in the
below image:

Fig. 10. Gateway configuration part I.
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The data at Network server are written to the files “Network Server GwlNode0.txt”,
“Network Server GwlNodel.txt”, “Network Server Gw2Node0.txt” and
“Network Server Gw2Nodel.txt” in the “LoRa” directory on the desktop:

Fig. 11. Gateway configuration part II.

Now, the data from Network server is transmitted to Gateway3 as shown in the below image:

The data at Gateway3 is written to the file “Gateway3 Data.txt” in the “LoRa” directory on the
desktop:

Fig. 12. Gateway configuration part I11.

Next, the data from Gateways3 is transmitted to Node2 as shown below:

Fig. 13. Gateway configuration part IV.
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The Data at Node?2 is the encoded data from Nodel, the data at Node2 is written to the file
“Node2 Encoded.txt” in the “LoRa” directory on the desktop:

Fig. 14. Gateway configuration part V.

Now, the data at Node2 is decoded, as shown below:

Fig. 15. Node decoding.

The decoded data at Node2 is written to the file “Node2 Decoded.txt” in the “LoRa” directory
on the desktop:

Fig. 16. Node configuration.

Now, the data transmitted from Nodel and the data received at Node2 are compared as shown in
the below image:
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B

Comparing the Message data transmitted from Nodel and the Decoded data at Node2

Received data are same
Transmission Successfull
R

As the the data transmitted and received are same, a message is displayed on the terminal stating
that the transmission is successful.Below is the image of the message data from Nodel and
Node2:

Fig. 17. Final outcome of the network configuration

The application areas of the proposed model are Reindeer tracking in Finland, Glasgow loT
network, 10T networks in Argentina, Brazil and Estonia, Smart fire alarms and fire detection,
Smart Parking, Black rhino poaching protection and endangered sea turtle monitoring, Natural
disaster prediction, Cotton farming in Australia, Utility metering in India, Autonomous irrigation
and soil health monitoring, Smart water monitoring and water monitoring for commercial farms,
City-wide network in Calgary, Alberta, Canada, 10T Network in Alba lulia, Romania.

The main benefits of LoRa are low range, low power and low-cost connectivity. Another key
feature of LoRa and LoRaWan is security for both devices and network, coverage, and energy
efficiency.

6. CONCLUSION

Here, in this paper we have thoroughly analyzed the LORA networks and developed the software
to configure them based on the user requirements. The results show how the LORA networks are
configured and how the data is transmitted between them.
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