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Abstract
One of the famous scams on the internet nowadays is Non-Delivery (Payment &
Merchandise) in which a seller on an Internet auction pages or marketplace on
facebook or through buying and selling pages on instagram accepts payment for an
item yet intentionally fails to ship it. Sellers like these sometimes will relist the item
and attempt to sell it again through a different username. To minimize this scam, we
have designed a payment portal. In this portal we have designed a system which is
connected with the delivery company directly. Our invention will act as a payment
intermediate between the customer and the dealer. When a customer wants to order a
product & the dealer of that product is not providing him facility to pay via cash on
delivery mode, the customer can make payment using our portal in which the payment
will remain on our portal until & unless the delivery of the product is verified by the
courier company. If the product is undelivered till a certain number days then the
amount of the customer will be reverted back to him thereby helping in to decrease the
Non-Delivery (Payment & Merchandise) Scam. Moreover, this portal will provide
security & relief to the customer that he or she will not lose his/her money as either the
customer will be getting his product or he/she will get refund of the money paid on the
portal after a certain number of days if the product is undelivered.
1. Introduction
Online marketing plays a vast role in business nowadays. Social networking sites such as
instagram and facebook are the leading advertisers for online marketing. More than 10% of
269 million Facebook users and an estimated 71% of US businesses state that they use
Instagram for business. Despite benefits such as increasing our business globally, there are
many disadvantages also as some people misuse these for their benefits & scam other
people. One of the famous scams is Non-Delivery (Payment & Merchandise) in which a
seller on an Internet auction website accepts payment for an item yet intentionally fails to
ship it. Sellers like these sometimes will relist the item and attempt to sell it again through a
different username. In this fraud when a customer, while scrolling his social media account,
come across an ad or a buying & selling account where he likes a product & decides to
purchase it, he contacts the dealer of that item & the dealer doesn’t provide him the facility
to pay through cash on delivery mode & asks him to pay money online in advance though
gpay or phonepay or paytm & when the customer pays him money, he at that instance tells
him that his order is confirmed. Later when the customer asks for tracking id, he is either
providing with a fake id or is told that it will be sent to him by the night or the next day & in
this way few days are spent & later on the customer is blocked by the dealer in the site or
his page including on calls, whatsapp & on every way to contact him & the dealer changes
his username. Thereby scamming the customer & not delivering him the product & the
customer loses his money.
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Fig. 1- Introduction
2 SURVEY
The total percentage of loss through this scam from 2013 to 2016 was 18.3% with an average of
about 130$ per transaction. There were 84,079 victims of this scam in India in 2017, in 2018 it
constitutes 23% of the total frauds through the internet and in 2019 this scam constitutes 28.1%
of the total payment frauds. In October, the Federal Trade Commission reported that the number
of complaints about scams that started on social media has more than tripled in the past year,
with reported losses adding up to $117 million in just the first six months of 2020. Last year, the
FBI’s Internet Crime Complaint Centre received 467,361 complaints, with reported losses
exceeding $3.5 billion. Non-delivery fraud exploits the growth in online shopping which is
estimated to be at its highest recorded levels. Consumers were expected to have spent $3.46
trillion in the global online marketplace in 2019, an increase of over 18% from 2018 according to
Internet Retailer. This scam is eventually increasing as the time is passing.
3 PROPOSED WORK
We have proposed a payment portal which will be acting as an intermediate between the
customer and the dealer. Our portal will be connected with the courier companies. In this when a
customer wants to buy a product from any anonymous dealer who doesn’t provide cash on
delivery facility to his customers, the customer can make payment through our portal.

Fig. 2- Mindset of Every Customer
After the payment is done on the portal, the dealer will be uploading the tracking details of that
product on our portal. Our portal will verify those details with the courier company and the day
when the courier company gives the verification of product delivery; our portal will transfer that
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money to the dealer of that product. In case the product is not delivered to the customer till a
certain number of days, our portal will refund the money back to the customer.

Fig. 3- Proposed Methodology

Fig. 4- Uploading Tracking Details
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Fig. 5- Verification and Payment Process

Fig. 6- Process of Refund Of Undelivered Product
4 FRAMEWORK
When a customer, while scrolling his social media account, come across an ad or a buying &
selling account where he likes a product & decides to purchase it, he contacts the dealer of that
item & the dealer doesn’t provide him the facility to pay through cash on delivery mode & asks
him to pay money online in advance though gpay or phonepay or paytm Or When a customer
wants to buy a product from an anonymous site, the customer can make the payment through our
portal in which the payment will remain on our portal until & unless the dealer delivers him the
product.
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Fig. 7- Product Delivered Successfully
The dealer needs to upload the tracking details of the product on the portal & the delivery of the
product will be verified through the courier company.
Once the delivery of the product is verified, the payment will be transferred to the dealer. In case
the dealer is unable to ship the product by a certain number of days, the money of the customer
will be reverted back to him. Thus, the fake dealers who run away with the customer’s money
will not be able to do that and we'll be able to minimize the Non-Delivery (Payment and
Merchandise) Scam.

Fig. 8- Product Delivery Unsuccessful
7 CONCLUSION
As Non-Delivery (Payment and Merchandise) Scam is in trend nowadays and is increasing daily
with the introduction of our invention we will be able to minimize this scam as our invention
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provides security of money to the customers. If the dealer doesn’t deliver a product till a certain
number of days, Customer’s money will be refunded. There is surety that the customer will
either get his product or he’ll get his money back. There will be no loss in the business of the
genuine dealers as our invention will be providing security of money and the customers can
order without any money losing worries as even if a dealer is fake, the customer will get his
money back.
REFERENCES
[1] Andrew R. Chow, “Here’s How Shopping Scams on Facebook Are Ripping Off Thousands
of
Customers,
With
the
Money
Flowing
Overseas”,
Time
Magazine,
https://time.com/5921820/facebook-shopping-scams-holidays-covid-19/ , December 18 2020
[2] Jack M Whittaker, Mark Button, “Understanding pet scams: A case study of advance fee and
non-delivery fraud using victims’ accounts”, Australian $ New Zealand Journal of
Criminology, Volume 53, Issue 4, pp. 497-514, September 17 2020
[3] Jagmeet Singh, “As Pandemic Pushes Digital Payments, Online Frauds Become More
Common in India”, Gadgets 360, https://gadgets.ndtv.com/internet/features/digital-paymentspaytm-kyc-google-pay-frauds-india-coronavirus-outbreak-2307236 , October 8 2020
[4] HM Chaithanya Swamy, “Instagram becomes new platform for cyber fraud”, The New
Indian
Express”,
https://www.newindianexpress.com/cities/bengaluru/2019/dec/17/instagram-becomes-newplatform-for-cyber-fraud-2077191.html , December 17 2019
[5] Ashwini Kumar Sharma, “Complaints related to online shopping fraud raised by about 575%
in last 4 years”, LiveMint, https://www.livemint.com/money/personal-finance/complaintsrelated-to-online-shopping-fraud-raised-by-about-575-in-last-4-years-11576560593839.html
, December 17 2019
[6] Niti Kiran, “Online shopping frauds jump 6-fold in over 2 years “, Business Today,
https://www.businesstoday.in/current/economy-politics/online-shopping-frauds-jump-6-foldin-over-2-years/story/391975.html , December 12 2019
[7] Eric Griffith, “Non-Payment/Non-Delivery Is the Top CyberCrime, Not Data Breaches”,
PCMAG,
https://in.pcmag.com/news/126526/non-paymentnon-delivery-is-the-topcybercrime-not-data-breaches , October 25 2018
[8] TimesOfIndia.com, “Interpol has warning and tips on Non-Delivery Scams”,
https://m.timesofindia.com/gadgets-news/intelpol-has-warning-and-tips-on-non-deliveryscams/amp_articleshow/77541767.cms , August 15 2020
[9] Findlaw’s team of legal writers and editors, “Problems with Online Shopping”,
https://consumer.findlaw.com/consumer-transactions/problems-with-online-shopping.html ,
March 31 2020
[10]
IamCheated.com Research Team, “Online Shopping Problems Faced By Consumers”,
https://iamcheated.indianmoney.com/blogs/online-shopping-problems-faced-by-consumers ,
October 04 2018
[11] WFTS staff, “Scam-proofing your holiday online shopping for Cyber Monday”,
https://www.wkbw.com/lifestyle/holiday/scam-proofing-your-holiday-online-shopping-forcyber-monday , November 30 2020
[12] Aoibhin Bryant, “Gardai Warn Irish Public Of ‘ongoing’ delivery scam as online
shopping spikes”, https://extra.ie/2020/11/24/news/irish-news/warning-garda-delivery-scamirish-public , November 24 2020

7392

European Journal of Molecular & Clinical Medicine
ISSN 2515-8360 Volume 07, Issue 11, 2020

[13] https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/non-delivery-ofmerchandise
[14] NY Auction Scam Lawyer, “Non-Delivery”, https://nyccriminallawyer.com/fraudcharge/auction-fraud/non-delivery/ ,
[15] https://en.wikipedia.org/wiki/Advance-fee_scam
[16] https://cases.lu/knowhow/bestpractices/cleverclicks/ECommerceScams.html
[17] https://www.nedbank.co.za/content/nedbank/desktop/gt/en/aboutus/legal/fraudawareness/telephonic-support-scams.html
[18] Amy Fontinelle, “The Most Common Types Of Customer Frauds”,
https://www.investopedia.com/financial-edge/0512/the-most-common-types-of-consumerfraud.aspx , July 30 2020

7393

