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Abstract: WSN is a series of tiny nodes of sensors that have been deployed to sense the 

natural phenomena in different geographical locations and send them to the Base 

Station for further processing through multi-hop communication. Data Dissemination is 

the high-level application activity provided by the WSN to make nodes using 

reconfiguration and reprogramming to perform the intended services. Most of the 

existing systems of data dissemination fail to provide confidence for data dissemination 

among the nodes. Because of that, there are many vulnerabilities that can occur that can 

interrupt the process of data dissemination.A novel confidence-based data 

dissemination protocol has been proposed in this paper to efficiently provide energy-

efficient secured data dissemination. In the NS2 simulator, the suggested protocol is 

checked and values are taken after repeated measurements. The feasibility of the 

proposed scheme is justified by the simulation performance. 

Keywords: WSNs, class, multipath, bypass, NS2, data dissemination. 

I. INTRODUCTION 

WSN is a distributed array of tiny sensor nodes that have been deployed to sense different 

physical parameters pertaining to this region in different geographical locations. Data 

Dissemination is a service carried out in WSNs for the purpose of administering and 

controlling, by means of reprogramming and reconfiguration, the intended services. Various 

data dissemination protocols have been suggested in the literature to carry out data 

dissemination. The two common state-of-the-art data dissemination protocols are Design 

Inquiry Protocol (DIP)[7] and Difference Detection, Horizontal Search and Vertical Search 
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(DHV)[19], among others. The lifetime and security of nodes during data propagation is a 

major concern due to the resource constraint existence of WSN. To deliver the data items to 

the sensor nodes, most of the data dissemination protocols use trickle algorithm gossiping. 

Gossiping results in the Redundant Broadcast Storm Problem along with the trickle algorithm 

(RBSP). In addition, Denial of Service (DoS) attacks are subject to any protocol that utilizes 

the trickle algorithm. In addition to the lifespan of nodes, protection during data 

dissemination is a major concern. The data for the distribution of data is vulnerable to even a 

slight shift in Data can corrupt the data and can make the nodes fail to perform the services 

expected.In addition, there are several potential risks that can make data malicious in the 

distribution of data. A novel energy-efficient trust-based secured data dissemination protocol 

has been provided in this paper, inspired by all these observations, to effectively provide 

energy-efficient secured data dissemination. WSNs are a very significant form of 

communication developed in the twenty-first century. The invention of the wireless micro 

sensor led to developments in the microelectronics method. In a systematic network, wireless 

sensor nodes are physically distributed, densely deployed and freely organized. One hundred 

or even thousands of such sensor nodes may be deployed due to their small scale.They can be 

used for military purposes, medical diagnosis, forest fire detection, surveillance of deep 

water, etc. 

II. LITERATURE SURVEY 

In two broad categories, namely reprogramming and reconfiguration, the current data 

distribution work is analyzed [10]. The distribution of data that is intended to alter the 

functional behavior of the sensor nodes is referred to as reprogramming. Reprogramming is 

used in data dissemination to update existing installed code with new code which provides 

new features and functionality. In sensor nodes, the current installed code can be buggy, 

which needs to be patched on the fly. Moreover, the configuration parameters and operations 

needed to be performed by the sensor nodes may have changed over time for various 

reasons.As a consequence, it may be necessary to dynamically assign a completely new 

function to the sensor nodes. It is evident from the literature that reprogramming is carried 

out by means of protocols for the dissemination of bulk data[11]. The approach used in bulk 

data delivery protocols is split into three classifications. The basis of the first group of 

reprogramming protocols is network topology. This form provides absolute reprogramming 

on the entire system, where remote methods are used to distribute large data files.In network 

programming (INP) and multi hop over air programming (MOAP)[1], the protocol that falls 

under this category is. The results from this category are that it uses the topology of the 
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network to distribute the data items to sensor nodes. The drawbacks of these protocols are 

that they do not guarantee protection and are easily abused by the nodes in these protocols. 

Reliability based data dissemination protocols are the next category. This type aims to 

provide the entire device with complete reprogramming with reliability as the basic criteria. 

Deluge[2], Slegue[3] and L-R Slegue[4] are the protocols that fall under this classification. 

The findings from these protocols are that to achieve reliability, they use the flooding 

mechanism to disseminate data objects. The drawbacks of these protocols are that they use a 

single broadcast channel to maximize the packet distribution transmission time. 

The next disadvantage is the loss of packets because of volatile inferences triggered by 

possible collisions due to node flooding. The next weakness is the idle listing of these 

protocols and the issue of too many senders that consume a lot of energy during data 

dissemination. Finally, these protocols are epidemic in nature and a single node will weaken 

the system as a whole. The next reprogramming type is the data dissemination protocol based 

on structure. The optimal structure for disseminating the data items to the neighbor nodes is 

generated in this formSprinkler[5] and cord[6] are the protocols which fall under this 

category. The findings from these protocols are that they concentrate primarily on the latency 

and number of packets transmitted over the network, effectively minimizing the 

retransmission of packets. The drawbacks of the protocol are that the energy consumed 

depends on the scale of the network and the topology of the network. The drawbacks of these 

protocols are that the repeated use of core nodes results in rapid energy depletion, leading to 

core node failure. In addition, this protocol is not flexible and the network cannot be joined 

dynamically by new nodes.The results on full reprogramming are that it needs a significant 

amount of information to be disseminated, which is normally costly. The energy needed to 

transmit large data items across large-scale sensor networks depletes the sensor nodes' battery 

power and results in extreme node inconsistency that degrades the output of the network. 

Therefore, to perform data dissemination, light weight protocols are required to disseminate 

small files. 

The next kind of dissemination of data is reconfiguration. Reconfiguration is the 

dissemination of configuration parameters, the object of which is to allow minor adjustments 

in the functional behavior of the nodes. Protocols for the dissemination of light weight data 

will perform both reprogramming and reconfiguration depending on the situation. The 

observation from the literature is that protocols for reconfiguration can disseminate data more 

efficiently than protocols for reprogramming. The most widely used technique for 

reconfiguration is the trickle algorithm.In order to minimize the amount of traffic by 
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minimizing the redundant transmission of data objects, the Trickle algorithm[16] is based on 

friendly gossip with routing protocols. The main purpose of this algorithm is to ensure that 

whatever information is available on the network is easily propagated to other network nodes. 

If there is no change, the overhead contact should be kept as low as possible. Design Relay 

Inquiry Protocol (DIP)[7], Difference Identification, Horizontal Search and Vertical Search 

(DHV)[19], Protected Design Relay Inquiry Protocol (Se-DRIP)[8] and Distributed Design 

Relay Inquiry Protocol (Di-DRIP)[8] are the protocols that use the trickle algorithm to 

perform data dissemination. The results from these protocols are that all other information 

dissemination protocols use a centralized approach, apart from Di-DRIP. A single point of 

failure is the unified solution. When the connection between the Base Station (BS) and the 

sensor nodes is broken, data dissemination is not possible. When BS is either not available or 

targeted by attackers, data dissemination becomes impossible. 

 In addition, both protocols use a trickle algorithm based on gossip that results in a DoS 

attack and a problem with RBSP. BS is a tempting target for the attacker to make it even 

worse, and it is vulnerable to multiple protection attacks that can be triggered anywhere 

during communication paths.Di DRIP differs from others in that it is based on a decentralized 

approach[13][14][15]. In this method, other nodes, including BS, perform the propagation 

service. The observation from this method is that other nodes also participate in the 

propagation service in Di-DRIP by using the trickle algorithm in addition to the base station. 

The Di-DRIP protocol thus decreases the BS load and removes a single failure point. The 

results from the literature survey are that most of the current data dissemination protocols fail 

to provide safe data dissemination based on energy-efficient confidence.A novel energy-

efficient trust-based protected data dissemination is proposed in this paper, inspired by all 

these observations, to make data dissemination safe and reliable. 

III. NETWORK MODEL AND ASSUMPTIONS 

For the development of this protocol in the wireless sensor network, the following network 

assumptions will be made.  

 All the sensor nodes deployed are static and do not have any mobility.  

 Node energy spending varies depending on the transmission and reception of both 

data packets and control packets, as well as the spending of energy on idle time and 

sleep.  

 The nodes' initial energy is 100JJ.  

 While nodes are inherently resource-constrained, they can still measure trust and 

perform simple cryptographic operations over a lifetime. 
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 IV. SECURED DATA Distribution PROTOCOL TRUST BASED 

A new secured data dissemination protocol based on light weight trust is proposed that can 

effectively provide energy-efficient trust-based secured data dissemination. The confidence-

based secure data dissemination protocol consists of three phases: the key generation phase, 

the confidence calculation phase, the transmission of packets and the reception phase. 

A. Phase of Key Generation 

In the proposed system, the first stage is the key generation phase. The elliptical curve 

discrete logarithm problem (ECDLP) is used in the proposed system to generate keys for 

secure data transmission. As follows, the steps for generating the keys are explained. 

 

1. Define the elliptical curve E over the finite field Fq, a point of order n p € E(Fq) and a 

point Q = rP where 0≤ r ≤ n-11 

2. The Base Station (BS) generates the Base Station key (KBS1) after the construction 

of the elliptical curve by selecting a random integer Ru and computing the point Gu = 

Ru P = (Gxu, Gyu) over an elliptical curve  

3. By choosing a random integer Su, BS generated (KBS2) calculates the point Su = r u 

p = (Sxu, syu) over an elliptical curve.  

4. By selecting a random integer Su, 4.BS generated (KBS3) computes the point by 

selecting a random integer Hu and calculates the point Hu = r u p = (Hxu, Hyu) over 

an elliptical curve. 

5. {KBS1, KBS2, KBS3 } is the private PK key.  

6. The {Ru, Su, Hu}is public key. 

For the pre-deployment process, both public keys and private keys are installed in the nodes. 

B. Phasis of trust calculation  

The corresponding nodes calculate the trust values in the trust score calculation phase 

and send them to BS. Direct trust and indirect trust are the trust metrics for the trust score 

calculation. 

Direct calculation of trust 

Direct trust is calculated based on the observations of the nodes themselves. Node A 

counts, in direct trust, the number of packets forwarded by node B. Equation (1) [23] 

calculates the packet forwarding ratio from Node B to its neighboring nodes. 

FPKT/(FPKT+DPKT): PFR AB= (1) 
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Where PFR AB is the ratio of packet forwarding, FPKT is the number of packets forwarded 

to its neighboring nodes by node B at time T and DPKT is the number of packets dropped 

to time T by node B.  

In direct trust, the consistency of the behavior of nodes can be determined using the 

equation (5) 

Node Consistency = 
Present forwarding ratio for packets𝑃𝑎𝑠𝑡 𝑝𝑎𝑐𝑘𝑒𝑡 𝑓𝑜𝑟𝑤𝑎𝑟𝑑𝑖𝑛𝑔 𝑟𝑎𝑡𝑖𝑜 (2) 

Let FR reflect the rate of fluctuations in node behavior from time T to T-1 in terms of 

packet forwarding ratio. Let PF be the punishment factor for the degradation of 

performance in the packet forwarding ratio and EF is the incentive factor for the increase in 

packet forwarding ratio performance. If the punishment factor is greater than the stimulus 

factor, then the rate of fluctuations is FR € (0,1). 

1. Check if the previous rate of fluctuations is greater than the current rate of 

fluctuations. The FR increases and the node consistency decreases. 

If FRAB(t) (T-1) > FRAB(t) (T-1) (T) 

Then  

FR = FR(T-1) - PF * (FRAB(T) - FRAB(T-1) - (T-1) 

2. Check that the previous rate of fluctuations is lower than the current rate of 

fluctuations, the FR decreases, and node consistency increases. 

If FRAB(t) (T-1) < FRAB(t)(T-1) (T)  

FR = FR(T-1) - EF * (FRAB(T) - FRAB(T-1) - (T-1) 

3. Verify that the previous rate of fluctuations is equal to the current rate of fluctuations, 

then FR and node consistency remain constant. 

FR = FR FR (T-1) 

Based on the above observations, the direct trust is calculated by using the equation 

(3) 

(FRAB(T) * cos (π/2 * FR)= DTAB(t)                     (3) 

Indirect trust calculation  

A node calculates the recommendation credibility of the neighbor node in the indirect 

trust calculation by calculating the indirect trust between them. This Root Mean Square 

(RMS) error is used in indirect trust to differentiate neighbor evaluation between nodes. 

Let X be the common set of node A and node B neighbors. The node X evaluation error 

for node A and node B is calculated in equation 4. 
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(4) 

The similarity parameter SAB(t) is referred to in ITAB(t) as the similarity between 

node A and node B, to the extent that node A and node B are the same in terms of 

confidence. Based on a threshold value (γ), the similarity parameter increases or 

decreases. The parameters N and φ decide the rise and decrease of SAB (t). In equation 5, 

the SAB(t) is computed 

SA
B
 (t) =SA

B
 (t-1) + 1- SA

B
 (t-1)EerrA

B
 (t)< γ(5) 

SA
B
 (t-1) - SA

B
 (t-1) / 𝜑        Otherwise  

TheITA
B
 (t)is calculated by using the equation 6 

ITAB(t)=1-log(SAB(t)/log(n)SAB(t)>0-log(SAB(t)/log(n)(6) 

The BS calculates the total trust score using the equation after computing the direct trust 

and indirect trust for each node of the corresponding group (7). Each node's trust value is 

installed prior to the pre-deployment stage. 

Total confidence score = Direct confidence + Indirect confidence  (7) 

C. Phase of Packet Transmission and Reception 

The next stage is the transmission of packets and the reception phase. The BS finds the 

optimum routing path between source nodes and destination nodes based on trust score, 

link quality and residual energy prior to the packet transmission phase. The method for 

finding the optimum routing path is explained as follows. 

 BS requests all the sensor nodes that are present in the network for the trust score 

and residual energy.  

 For all sensor nodes,  

 BS identifies the possible paths requested for data dissemination between source 

nodes and target nodes.  

 For each path between source nodes and destination nodes,  

 BS calculates the average confidence score of each route present in path i.  

 BS calculates the average residual energy of all paths to target nodes from the source 

node.  

 BS calculates the quality of links based on ETX metrics for all paths.  

 After calculating the confidence score, the quality and energy of all path I nodes 

from source to destination are linked. 
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 BS discovers the best optimal path based on trust score, residual energy and quality 

of connections.  

 The paths are prioritized on the basis of confidence score, residual energy and 

quality of the link.  

 BS selects one of the best possible paths for effective dissemination of data. 

In packet transmission, BS constructs the data dissemination packets after identifying 

the optimal path and encrypts them with its public key and transmits them via multi-

hop communication to the target nodes. The recipient is the target nodes that are in 

need of data dissemination packets in the packet reception phase. The target node 

decrypts and checks that the received packets are authenticated using their private keys. 

The node updates its code if the received packets are valid, otherwise the packets will 

be discarded. 

D.  Implementation setup 

With the NS2 Simulator, the proposed protocol is checked and implemented. Table 1 

gives theparameters of the simulation used in the proposed system. 

 

Table I: Proposed system simulation parameters 

Network simulator  NS2  

Simulation area  1000*1000m 

Density of nodes  1000 to 1500 

Transmission range  25-30ms 

Physical layer  Phy/wirelessphy-mica2 

Radio Propagation model Two ray model 

Environment  Urban 

Nodeinitial energy  150J 

Transmission power (tx) 1.5J per packet  

Receiving power (rx)  0.48J per packet  



European Journal of Molecular & Clinical Medicine  

ISSN 2515-8260   Volume 07, Issue 09, 2020 
 

2503 

 

E. Results and discussions: 

With other existing protocols based on Average Energy Dissipated (ADE), Dissemination 

Ratio (DR), Nodes life time, End to end delay, the proposed protocol is assessed. 

Dissipated average energy (DAE) 

A comparison of the ADE of the proposed scheme with DI-DRIP and SEL-DRIP is provided 

in Figure 1. Compared to other existing systems, the proposed system has better average 

energy dissipated from the graph because the proposed system provides confidence-based 

secure data dissemination and discovers the optimal path based on confidence score, quality 

of the link and residual energy. If, as in the current system, during data dissemination, it does 

not provide optimal security and floods data to sensor nodes. 

 

 

 

 

 

 

 

 

 

 

Figure 1. Average immoral Energy 

 Dissemination Ratio 

The dissemination ratio of the proposed scheme with the protocols DI-DRIP and SEL-

DRIP is given in Figure 2. It is clear from the graph that the proposed scheme has a 

better dissemination ratio because the system proposed reduces the transmission and 

retransmission of data and discovers the optimal routing path for the dissemination of 

data items. Hence, compared to other existing protocols, the proposed system has a 

better dissemination ratio. 

 

Simulation duration  50 minutes 

No of trails  65 

Packet size  30bytes 
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Figure 2. Broadcasting Ratio 

Figure 3 provides the lifespan of the nodes between the proposed system and existing 

systems. It is clear from the graph that the nodes have better life time in the proposed 

scheme compared to other existing systems because the proposed scheme uses 

confidence-based secure data transmission and discovers the optimal routing path for 

transmitting data items. Where, as in current data dissemination protocols, flooding is 

used to transmit data items. Therefore, compared to existing systems, the proposed 

scheme has a better node lifetime. 

 

 

Figure 3.  Bulges life time 

 Residual Energy 

The residual energy comparison of the proposed scheme with existing systems is 

shown in Figure 4. It is clear from the graph that, compared to other existing 

protocols, the proposed system has better residual energy because the proposed 

protocol consumes optimal energy for transmission of packets and reception of 

packets. Hence, compared to other existing protocols, it has better residual energy. 
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Figure 4.  Lasting energy 

Table 1 provides a comparison of the proposed EETBSDDP protocol to the existing Bypass 

routing protocol and the Multipath routing protocol. From the perspective of power 

utilization, reliability, scalability and QoS, this table provides a comparison. In comparison to 

the Multipath routing protocol and the Bypass routing protocol, the proposed EETBSDDP 

protocol offers the highest QoS. EETBSDDP power consumption is lower and has good 

scalability and high reliability. 

 

TABLE II. Comparison Of EETBSDDP With Existing Protocols 

 

V. COMPARISON OF EETBSDDP WITH EXISTING PROTOCOLS 

Table II provides a comparison of the proposed EETBSDDP protocol with the current 

Bypass routing protocol and the Multipath routing protocol. This table compares the power 

usage, reliability, scalability and QoS aspects of the protocol. In comparison to the Multipath 

routing protocol and the Bypass routing protocol, the proposed EETBSDDP protocol offers 

Routing Protocols Power 

Usage 

Reliability Scalability QoS 

Bypass Routing 

Protocol 

Lowest Less Good Ok 

Multipath Routing 

Protocol 

High Highest Good Ok 

EETBSDDP Low High Good Ok 
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the highest QoS. EETBSDDP power usage is smaller and has good scalability and high 

reliability. 

VI.  CONCLUSION AND FUTURE WORK 

A trust-based secured dissemination protocol is proposed in this paper that offers energy-

efficient secured dissemination of data by providing trust-based dissemination of energy-

efficient data. The proposed protocol uses the NS2 simulator to implement it. The results of 

the simulation show that efficient data dissemination can be provided by the proposed 

protocol. The future work of the proposed scheme is aimed at improving its capacity to 

provide security and energy efficiency. WSNs for many applications now have the most 

hopeful future. Numbers of changes were introduced by different authors in the multipath 

routing protocols using different methods, but the concept of the class of the proposed work 

enhances the reliability and energy efficiency. Advance reliable and effective protocol for 

dissemination of data does not alter the size of the message or packet and does not use any 

additional resources. It can easily be applied to the current system. Due to memory and 

hardware limitations, it is very difficult for large and complex routing algorithms to be 

implanted. Due to limited sensor resources on wireless sensor networks, overall security is 

also difficult. We are continuing our research into our project for efficiency and reliability in 

wireless sensor networks along with future security. 
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